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OPENING STATEMENT OF SENATOR JEANNE SHAHEEN,
CHAIRMAN

Senator SHAHEEN. Good afternoon. Sorry to keep you all waiting.

gt this time, I would like to call the subcommittee hearing to
order.

I want to begin by acknowledging my colleague from New Hamp-
shire and ranking member, Senator Ayotte. It has been great to
have a chance to work with her in this subcommittee, just as we
do in New Hampshire. So we are always pleased to be here rep-
resenting New Hampshire on the subcommittee.

During the hearing today, we are going to be receiving testimony
regarding information technology acquisition, business trans-
formation, and management practices. And this is the first hearing
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of the Readiness and Management Support Subcommittee, and I
think we are beginning with an issue that is critical, as we look
at the many other issues we will be addressing in the Department
of Defense this year.

The challenge of procuring IT systems in a timely and cost-effec-
tive manner is not something that is unique to the Department of
Defense. Unfortunately, the stories of billions of dollars that are
lost without any useful product as the result of that spending have
appeared throughout the Federal Government, and while we recog-
nize that this issue is not unique to the Department of Defense, it
is clearly the biggest department within the Federal Government,
and we have seen these issues appear, unfortunately, over a period
of years.

In fiscal year 2012, DOD IT acquisition investments totaled $32
billion, a sum which reflects the Department’s growing need for so-
phisticated and reliable IT infrastructure. However, the $32 billion
is expended across the Department under the supervision of mul-
tiple officials with what is often too little involvement of the oper-
ational users and those who must defend IT systems against cyber
threats.

GAO will soon release a report on acquisition of major IT sys-
tems in the Department of Defense, and though the report is still
in draft form, the results that we have seen are disturbing. Of the
15 programs GAO reviewed, 7 experienced growth in their cost es-
timates, ranging as high as 2,233 percent. Twelve programs experi-
enced schedule slippage, ranging from a few months to 6 years, and
only three programs met their system performance targets.

Among the programs assessed were some that could have an im-
pact on DOD’s ability to meet the statutory goal of achieving an
auditable statement of budgetary resources by the end of fiscal
year 2014 and an auditable financial statement by the end of fiscal
year 2017 which, as I am sure you all know, is a major priority for
this subcommittee and for the Senate Armed Services Committee
as a whole.

We must find ways to lower costs and improve inefficiency, while
also improving our resiliency to cyber attack. A major piece of that
challenge will be reforming our cumbersome acquisition process.
Our current systems which are better suited for weapons systems
than IT often produce systems already outdated once deployed. A
new rapid approach with proper oversight which capitalizes on the
knowledgeable IT workforce is necessary to correct these defi-
ciencies.

As you all know, this is not the first time the Armed Services
Committee has tackled this issue. Section 804 of the National De-
fense Authorization Act for 2010 directed the Secretary of Defense
to streamline and improve effectiveness of our current processes.
The subcommittee remains interested in section 804 and we look
forward to hearing from you all how the Department intends to
move forward.

Another area of interest to the subcommittee is DOD’s ongoing
data center and server consolidation on cloud migration. This ini-
tiative called the Joint Information Environment, or JIE, is ex-
tremely ambitious and complex, and yet it seems to lack formal
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management structures and processes. So we look forward to hear-
ing more about how the JIE is expected to unfold.

So with those opening remarks—and I have a longer statement
that I will submit for the record—I would like to welcome our four
witnesses this afternoon. Testifying we have Assistant Secretary of
Defense for Acquisitions, Katrina McFarland. Welcome. Acting
Deputy Chief Management Officer, Kevin Scheid. Am I pro-
nouncing your name correctly?

Mr. SCHEID. Yes, you are.

Senator SHAHEEN. Good.

Chief Information Officer Teresa Takai. Again, correct pronuncia-
tion?

Ms. TAKAL Yes.

Senator SHAHEEN. And in addition to these representatives from
the Department of Defense, we welcome David Powner of the Gov-
ernment Accountability Office. Thank you for being here.

Now I would like to turn over to Ranking Member Senator
Ayotte for her statement. Thank you.

[The prepared statement of Senator Shaheen follows:]

[SUBCOMMITTEE INSERT]

STATEMENT OF SENATOR KELLY AYOTTE

Senator AYOTTE. Thank you. I want to thank Chairman Shaheen.
It is really an honor to serve with you on this Readiness and Man-
agement Support Subcommittee and also to serve New Hampshire
in the U.S. Senate with you. We have been able to work in a bipar-
tisan fashion on issues that not only impact our State but issues
that impact the country in this important subcommittee, and cer-
tainly today’s topic is no exception to that.

Within the existing problems associated with acquisition reform,
one area of growing concern is how the Department of Defense ac-
quires information technology. And I will also say that this is not
a unique problem across the Government. I also serve on the
Homeland Security and Governmental Affairs Committee, and this
is an issue that has been replete within that agency as well.

But getting this right is not just important from an acquisition
process point of view, but it is also critical because information
technology can be used as a vital tool to help the Pentagon become
more efficient and also serve as a better steward of taxpayer dol-
lars overall.

One of the most glaring examples of problems with IT acquisition
was the termination of the Air Force’s Expeditionary Combat Sup-
port System (ECSS). After 7 years and over $1 billion, this program
was terminated in 2012 after it was determined that it would re-
quire another billion dollars to salvage, and even then, only a frac-
tion of the program’s requirements could be met.

So this is an example. We need to understand what went wrong
and how we are going to prevent these types of situations going for-
hzvaillﬂd particularly with the challenges we face with limited defense

ollars.

Equally disturbing as the cancellation of the ECSS, it places in
doubt the Air Force’s ability to conduct the statement of budgetary
resources by the end of this fiscal year which has been a priority
of the Senate Armed Services Committee as a whole. And this is
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an incredibly important issue that we do not plan to let go and I
hope that you do not either.

However, I do appreciate that addressing problems related to IT
acquisition appears to have been very much on the mind of the au-
thors of the recently reissued DOD instruction 5002, which articu-
lates the defense acquisition process. It appears that many of the
guiding principles set forth in the report mandated by section 804,
which I know we are going to spend a substantial amount of time
on today, of the 2010 defense authorization were incorporated into
the new DOD instructions.

Despite this, I remain concerned by the GAO reports indicating
that a number of the Pentagon’s IT acquisition programs have not
been correctly categorized on the Government’s Web site called the
IT Dashboard which tracks the progress of such programs.

Another important part of this hearing will be understanding
whether the Department categorizes IT programs differently, how
we can ensure that the Government’s Web site employs a standard-
ized metric for purposes of organization and transparency.

As my colleagues know, I am also very interested in ensuring
that the Department of Defense is ready to be audited because this
will help ensure that we can better scrutinize spending to identify
and eliminate waste and duplication before it happens. And it is
very important in the critical juncture we find ourselves right now
with the Department of Defense to be able to distinguish between
necessary defense budget cuts and cuts that would harm our troops
and damage our military readiness, which is the foundation and
purpose of this committee.

In that spirit, Assistant Secretary McFarland, based on your po-
sition as Assistant Secretary of Defense for Acquisition, I also look
forward to addressing some of the broader acquisition challenges
that DOD faces beyond the IT issues, but I certainly think that
they relate to the IT issues.

For example, from 2007 to 2013, the Air Force wasted about $6.8
billion on 12 major acquisition programs, of which I have a list
with me of those programs, and there is no doubt that the Services,
including the Air Force are confronting difficult budget challenges.
But it is really hard when we see billions of dollars wasted on pro-
grams, and yet we see proposals where the Services are making
proposals to cut very important programs to our men and women
in uniform.

One of those programs I have been quite outspoken about is Sec-
retary Hagel publicly confirmed this week that the Air Force is pro-

osing the premature retirement of the A-10s in an effort to save

3.5 billion over the Future Years Defense Program. I believe that
this is a serious mistake, that we will lose the ability to have the
close air support, which General Odierno, the leader of the Army,
says is the best close air support platform we have today. I believe
that we risk putting our troops not having the re-attack times and
the capacity that the A—10 provides well before we will have the
F-35 variant that is going to take up this mission or has purported
to take up this mission in the future. And we will have a gap that
I believe is not good for our troops and could put them in danger.

So that is why I want to put in perspective, when we look at §6 8
billion in wasted money and then we talk about having to cancel
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important air platforms like the A-10 that perform such an impor-
tant function for our men and women in uniform and particularly
those on the ground—that is why acquisition reform I know to all
of you matters and why getting it right is critical in terms of mak-
ing sure that our taxpayers’ dollars are used wisely, but most im-
portantly, that the men and women in uniform who serve us every
day are able to have the support that they need, the equipment
that they need, and the training that they deserve in serving our
country.

So I appreciate all of you being here today and I look forward to
this important discussion.

And I want to thank the chairman again for holding this hearing.

Senator SHAHEEN. Thank you very much, Senator Ayotte.

I would ask, Assistant Secretary McFarland, if you would go
first, followed by Mr. Scheid, Ms. Takai, and Mr. Powner.

STATEMENT OF HON. KATRINA G. MCFARLAND, ASSISTANT
SECRETARY OF DEFENSE FOR ACQUISITION, DEPARTMENT
OF DEFENSE

Ms. MCFARLAND. Thank you, Chairman Shaheen, Ranking Mem-
ber Ayotte, distinguished members of the subcommittee, for this
opportunity to discuss information technology acquisition.

I would like to submit my full testimony for the record and will
summarize it in the time I have.

I am honored to represent the Department of Defense, along with
my colleagues from CIO, DCMO, and GAO. My focus will be on IT
acquisition policy, people, and the oversight of major defense acqui-
sition programs and major automated information systems.

IT represents a considerable portion of all acquisition programs
within DOD. The Department manages two fundamental types of
software programs: national security systems and defense business
systems.

National security systems are generally information systems
which involve intelligence activities, cryptological activities, com-
mand and control of military forces, and systems that are an inte-
gral part of weapons or weapons systems.

Defense business systems are information systems which include
financial systems, management information systems, and IT and
cybersecurity infrastructure used to support our business activities.

Section 804, as Senator Ayotte, the ranking member, mentioned,
of the NDAA for Fiscal Year 2010 directed that the Department de-
velop and implement a new acquisition process for IT systems
based on the 2009 Defense Science Board report, the recommenda-
tions of which to condense timelines by increasing collaboration
and improve processes to deliver right capabilities to the warfighter
in operationally relevant timelines.

To do this, one must start with a defined requirement or capa-
bility. The Chairman of the Joint Chiefs of Staff has modified the
Department’s Joint Capability Integration and Development Sys-
tem, which develops our requirements, by introducing the IT Box
concept to support more rapid acquisition timelines.

On approval of a requirement formulated in an initial capabili-
ties document or a capabilities development document, require-
ments management is delegated to an appropriate body in a spon-
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sor’s organization. The organization is then not required to come
back for requirements changes unless they exceed the parameters
of the IT Box.

In addition to the IT Box introduction, the Department has intro-
duced the interim Department of Defense directive operation of the
defense acquisition system, also referenced by the ranking member
issued this fiscal year. It includes guidance to adopt a modular,
open systems methodology with heavy emphasis on design for
change in order to adapt to the changing circumstances consistent
with the commercial agile methodologies. It describes acquisition
models where across each model the policy addresses the realiza-
tion that IT capabilities may evolve so desired capabilities can be
traded off against cost and initial operational capability to deliver
the best product to the field in a timely manner.

In accordance with section 933 of the NDAA for Fiscal Year
2011, the Department developed a strategy for the rapid acquisi-
tion of cyber tools, applications, and capabilities for the U.S. Cyber
Command and other military cyber operation components by char-
tering the Cyber Investment Management Board that unites IT
policy and operational requirements with identifying gaps both in
resources and in capabilities.

Now I would like to address the Department’s most important
asset, our people. Finding the expertise and skill sets required to
develop and acquire capabilities for IT systems and cyberspace op-
erations is challenging. The talent pool is small. Industry and Gov-
ernment seek it, and it rarely meets the level of expertise across
all areas. The Department is working on many fronts to address
these challenges. For example, with the assistance of the Defense
Acquisition Workforce Development Fund, the Department has es-
tablished a functional area for IT acquisition to support training in
the Defense Acquisition University.

The Department is working to simplify the process of IT acquisi-
tion. There is an ongoing legislative review between the Depart-
ment and Congress. There is an effort to develop a cybersecurity
guidebook for the program manager that assists them in under-
standing what cybersecurity activities are necessary to conduct at
each point of the acquisition lifecycle. The Program Assessment
Root Cause Analysis Directorate contributes to our understanding
of the root causes for the IT program failures in order to prevent
them from reoccurring.

Finally, there is an effort to help our program management by
having our cybersecurity test and evaluation procedures include
early development test and evaluation involvement for all of our
test activities.

I would like to conclude with the following key points.

The Department will continue its efforts to operate as affordably,
efficiently, and as effectively as possible. We are evolving our ap-
proach to acquisition for IT and recognize the distinct challenges
that come with it. We are taking a disciplined and proactive step
to improve our IT processes and compensate for them.

Now, thank you for your ongoing support of our men and women
that are in uniform. I know you share my desire to ensure that
they have the resources necessary to meet and accomplish their
mission.
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[The prepared statement of Ms. McFarland follows:]
Senator SHAHEEN. Mr. Scheid?

STATEMENT OF KEVIN J. SCHEID, ACTING DEPUTY CHIEF
MANAGEMENT OFFICER, DEPARTMENT OF DEFENSE

Mr. ScHEID. Good afternoon and thank you. Senator Shaheen,
Senator Ayotte, members of the subcommittee, my name is Kevin
Scheid and I am the Acting Deputy Chief Management Officer of
the Department of Defense. As the Deputy CMO, I am the Sec-
retary’s and the Deputy Secretary’s principal official for providing
management oversight across the Department’s military compo-
nents, agencies, offices, and organizations. I report to the Deputy
Secretary who is also the Chief Management Officer of the Depart-
ment.

Thank you for the opportunity to provide this update on the
management of the Department’s business operations.

As you are aware, the basic mission of the Department of De-
fense is to hire, train, equip soldiers, sailors, airmen, and marines,
to deploy them abroad to fight and win the Nation’s wars, to care
for the wounded and their families, to redeploy those troops home
safely, and to retrograde and refit the equipment capabilities to be
ready to fight and win the next fight.

The Department performs this mission through various business
areas or functional areas such as human resources, logistics, acqui-
sition, financial management, installations and security. These are
the building blocks of the defense business enterprise.

For the Department to be successful in performing these func-
tions, my office works with the Department’s senior leaders in de-
fining the functional areas, establishing clear business goals and
objectives, guiding the Department in establishing and aligning its
processes, ensuring those processes are enabled by modern, inter-
operable business systems, and establishing meaningful outcome-
oriented performance measures.

I am relatively new in this position, having recently returned
from an assignment at NATO as the Chief Operating Officer and
Deputy General Manager of a large NATO agency. On November
25th, the Secretary designated me as the acting DCMO at the time
of Ms. Beth McGrath’s retirement.

There have been significant changes made since Ms. McGrath
last testified before the subcommittee. The most important of these
changes was Secretary Hagel’s December 4th decision to strength-
en management in the Department by directing a series of consoli-
dations and realignments within the Office of the Secretary of De-
fense. My office will be consolidating with the Office of the Director
of Administration and Management, a relatively small office of
about 36 employees, and the Office of the Assistant Secretary of
Defense for Intelligence Oversight, an office of about 9 or 10 em-
ployees.

In addition, the defense field activity of Washington Headquarter
Services and the Pentagon Force Protection Agency will be re-
aligned under the Deputy CMOQO’s office.

Further, the Secretary directed the transfer of oversight respon-
sibilities for the technical aspects of defense business systems from
my office to the Office of the Chief Information Officer. This change
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would realign responsibility and accountability for business sys-
tems in the Department while requiring my office to continue lead-
ing the development of requirements for those systems.

These reforms may require changes to section 2222 of title 10
and we are reviewing if that is necessary at this time.

The Secretary’s goal in strengthening the Deputy CMQ’s office in
this way through these consolidations is best captured, I think, in
following quote from Secretary Hagel. This consolidation enables
the role of the Deputy CMO as the principal staff assistant and ad-
visor to the Secretary and Deputy Secretary of Defense for full
spectrum oversight on both the OSD and DOD levels of manage-
ment administration, coordination and collaboration across DOD
components and business functions, performance improvement, and
regulatory compliance.

The Department is in the midst of implementing the Secretary’s
direction, and all the Department’s witnesses here today are work-
ing closely together on a path forward.

While the details are still being developed, I am confident that
the focus on management and oversight will help advance DOD’s
progress in the business operations. As we execute these consolida-
tions, the Department continues to make progress in the selection,
acquisition, and control of IT systems.

Building on the principles contained in the Department’s re-
sponse to section 804 of the National Defense Authorization Act for
Fiscal Year 2010, important steps have been taken. Under Assist-
ant Secretary McFarland’s lead, lessons from the 804 report have
been incorporated in the Department’s overarching acquisition poli-
cies. Under the Chief Information Officer, Ms. Takai’s lead, there
have been lessons learned incorporated into the joint information
environment. Under my predecessor’s lead, Ms. McGrath, we have
incorporated or embedded lessons learned in the business mission
areas of what we call the Integrated Business Framework for the
Department.

This framework, overseen by the Defense Business Council that
I currently chair, has driven quantifiable improvements in the De-
fense Department’s business environment. Over the past 2 years—
and we have only been through two cycles of this—we have im-
proved the alignment of our strategies, enhanced data available for
decisionmaking, and rationalized our business systems environ-
ment by reducing funds certifications by over $1 billion and retir-
ing 60 legacy systems. We have only gone through two cycles, as
I mentioned, and it is early, but this process is yielding some im-
portant results.

Before I close and in response to a topic that you specifically
raised in your letter and mentioned in your opening comments, I
would like to discuss briefly the Department’s progress towards its
audit readiness goals.

Bringing this very large Department together, applying con-
sistent business practices, and ensuring good internal controls is
difficult, as I am sure you can appreciate. But our efforts are mak-
ing progress, exhibited most recently by the Marine Corps’ achieve-
ment of an unqualified favorable audit of its current year appro-
priation. Secretary Hagel is committed to audit readiness, as is the
Department as a whole. We continue to work with the Comptroller;
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that is, my office continues to work with the Comptroller to imple-
ment the DOD plan to achieve audit readiness. The Department
has resources, governance strategy, senior leader commitment
needed for success. While it is too soon to know for sure, we expect
most budget statements to be audit ready by the goal of September
2014.

In closing, I would like to reemphasize that the Secretary is
strongly committed to strengthening the Department’s manage-
ment, and the steps he directed in December are taking shape and
leading to his vision of stronger business processes, a simplified
business environment, and greater oversight. Strengthening the
Department’s management is a high priority of the Secretary, as
well as it is for this subcommittee and the full Senate Armed Serv-
ices Committee. We appreciate the committee’s support and guid-
ance in meeting these priorities over the years. Together our collec-
tive efforts are improving the support to our soldiers, sailors, air-
men, and marines while realizing greater efficiency and effective-
ness for the American taxpayer. We are committed to continuing
these efforts.

Thank you for the opportunity to testify and I would be glad to
take questions later on.

[The prepared statement of Mr. Scheid follows:]

Senator SHAHEEN. Thank you.

Ms. Takai?

STATEMENT OF TERESA M. TAKAI, CHIEF INFORMATION
OFFICER, DEPARTMENT OF DEFENSE

Ms. TakAl. Thank you, Madam Chairman. Thank you so much
for inviting us this afternoon. I really appreciate this opportunity
to testify before the subcommittee on I know topics that are of
great importance to all of us, and certainly clearly it is my world,
so certainly of special insertion to me.

I have provided a written statement that covers the scope of ev-
erything that the CIO does, and rather than trying to go into all
of that, because I know we are very focused in a particular area,
I would like to go and focus my remarks mainly around the joint
information environment, if I could.

We really wanted to be able to describe to you this key initiative
that really is there to ensure that the Department has access to in-
formation on secure information networks—and I will come back to
that because that really is pivotal in what we are doing—and also
the tools necessary to execute our warfighting and business support
missions.

I want to say right off the top the effort that we are taking
around the IT infrastructure is in direct support of the IT acquisi-
tion process and also in support of the business transformation ef-
forts. It is really around being able to provide the technology that
is necessary for the business systems to accomplish what they
need, but also by standardization to assist with the IT acquisition
process in that important area.

I think, as you know, our mission success really depends upon
the ability of our military leaders and civilians to act decisively
based on the most timely and accurate information. Recognizing
that information is a strategic asset, that is really what is really
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pushing us to undertake, as you mentioned, a very ambitious effort
to realign and restructure how our networks, our hardware, soft-
ware that is housed in data centers is really constructed, operated,
acquired, and defended in order to provide better information ac-
cess to our users, improve our ability to not only defend the net-
works and the data but make it responsive to our changing techno-
logical and operational factors.

This effort, called the Joint Information Environment, is in-
tended to enable and empower our military’s decisionmaking and
our most important asset—and that is our people—by providing
warfighters and our mission partners a shared IT infrastructure
that consist of federated networks with common configurations and
management and a common set of enterprise services with a single
security architecture. I know that is a mouthful but it really does
really describe what we are intending.

The ultimate benefit of the JIE is really to the commander in the
field. It really allows for more innovative integration of information
technologies, operations, and cybersecurity, its related tempo more
appropriate to our face-paced operational conditions.

Some of the other benefits are really, number one, as I men-
tioned, a single security architecture that enables our cyber opera-
tors at every level to see the status of the networks for operations
and security and provide standard resilience and cyber maneuver
options for cyber forces. The complexity of our networks today
make it very difficult for our cyber operators to actually see who
is on our network, to be able to defend our networks as we would
like them to.

As you mentioned, the consolidation of our data centers, which
includes also our operation centers and our help desks, will enable
users and systems to have timely and secure access to the data and
services needed to accomplish their assigned missions regardless of
their location.

Finally, a consistent DOD-wide IT architecture that defines our
enterprise standards and supports fielding of Department capabili-
ties in support of information sharing, as well as the sustainment
and integration of legacy systems, will be an important part again
of the way that we not only acquire systems but the way we oper-
ate and sustain.

The Department plans on utilizing the Services’ existing pro-
grams’ initiatives and mainly our technical refresh dollars to de-
ploy and migrate to JIE standards utilizing specific implementation
guidance. Simply stated, JIE will help improve our ability to field
capability faster and more efficiently and allow us to be better
stewards of taxpayer resources.

Now, in line with this, it is also important that we take actions
necessary to increase visibility into our IT budgets and spending
patterns and strengthen our analysis of IT investments as part of
our overall governance and oversight processes. I am working very
closely with my colleagues here to identify ways to leverage the De-
partment’s three core processes, our requirements, budgeting, and
acquisition, to address the systemic conditions resulting in our cur-
rent stovepiped IT infrastructure. This is critical if we are to
achieve the agility and responsiveness from IT that our warfighters
demand. Working closely not only with my colleagues here but the
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Comptroller and CAPE, we will deliver the flexible, agile acquisi-
tion processes that Ms. McFarland spoke of that really meet our re-
quirements and budgeting processes to institutionalize the agility
and flexibility necessary for this domain.

Finally, maintaining information dominance for our warfighter is
critical to our National security. The efforts outlined above will en-
sure that the Department’s information capabilities provide better
mission effectiveness and security and are delivered in a manner
that makes the most efficient use of our financial resources.

I very much appreciate your interest, your staff’s interest in our
efforts and look forward to your questions.

[The prepared statement of Ms. Takai follows:]

Senator SHAHEEN. Thank you very much.

Mr. Powner?

STATEMENT OF DAVID A. POWNER, DIRECTOR, INFORMATION
TECHNOLOGY AND MANAGEMENT ISSUES, GOVERNMENT
ACCOUNTABILITY OFFICE

Mr. POWNER. Chairman Shaheen, Ranking Member Ayotte, and
members of the subcommittee, we appreciate the opportunity to
testify this afternoon on improving IT acquisition at DOD.

Of the $82 billion the Federal Government spends on IT annu-
ally, DOD spends almost half of this, $40 billion. Of that, about $25
billion is spent on legacy systems. Therefore it is 1mp0rtant that
DOD not only acquires new systems and on time and within budget
but that it also efficiently manages existing systems.

Regarding systems acquisitions, too often we hear of failed
projects like ECSS. These complex projects, though, can be deliv-
ered successfully when there is appropriate transparency, account-
ability, and oversight and program management.

Starting with transparency, the IT Dashboard was put in place
to highlight the status and CIO assessments of approximately 700
major IT investments across 27 departments. This public dissemi-
nation of each project’s status is to allow OMB and the Congress
to hold agencies accountable for results and performance. Many
agencies have accurate information on the Dashboard, and that in-
formation is used to tackle troubled projects. DOD does not. DOD
reports 93 IT investments on the Dashboard—81 are in green sta-
tus, meaning low risk, and 12 are in yellow status, meaning me-
dium risk, and there are no projects rated as high risk, or red.

Chairman Shaheen, there are many problems here. First, some
of these projects should be red based on the review that you cur-
rently mentioned in your opening statement. Second, the data is
not always current since CIO ratings have not been updated since
September 2012. And third, there are major investments that are
not even listed on the Dashboard.

Given the amount Defense spends annually on IT and its not so
stellar track record, Congress absolutely needs a clear picture of
what these investments are and how they are performing. There-
fore, DOD needs to ensure that all projects are on the Dashboard
and accurately updated.

Once this transparency is improved, key IT executives need to be
accountable, along with the appropriate business leaders respon-
sible for these projects.
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We have seen successful oversight performed by using a tiered
portfolio-based governance structure, meaning that not all DOD
major investments need to be overseen exactly the same way. Some
of the 93 investments can be delegated below the CIO level. Most
should be overseen by the CIO, and some of the Department’s
major priorities likely demand oversight above the CIO level.

Turning to program management, we recently issued a report
that showcases successful IT acquisitions. One of those projects
was DSS’s global combat support system. Several best practices in-
creased the likelihood of IT acquisitions—that they will be deliv-
ered on time and within budget, and this starts with getting the
requirements right by involving the right users and prioritizing
those requirements. A big takeaway from these successful stories
was that each of these successful investments was an increment of
a larger project. So tackling projects in increments is a best prac-
tice.

We have ongoing work that is currently looking at agencies, in-
cluding DOD, and how they are tackling these large investments
in more manageable pieces. That report will be issued in the spring
and will show that DOD is not acquiring systems in small enough
increments.

Turning now to operational systems, OMB started a data center
consolidation effort in 2010 to address the Government’s low server
utilization rates estimated on average at 10 to 15 percent, far
below industry standard of 60 percent. This effort was to result in
$3 billion in savings across all departments. DOD has done a really
good job when it comes to data centers, Chairman Shaheen. They
have identified 2,000 centers to date. They have closed over 250
centers, and they have reported $875 million in savings. They have
also reported to us in the current review that their savings alone
could match OMB’s government-wide goal of $3 billion by the end
of 2015.

OMB recently expanded the data center consolidation effort into
a larger initiative to eliminate additional duplicative spending in
administrative and business systems. As part of this, DOD identi-
fied 26 opportunities where duplication existed in areas like enter-
prise software, security infrastructure, and network operations.
DOD estimates that these 26 opportunities, which include their
data center consolidation efforts, could result in savings that ex-
ceed $5 billion. Given the magnitude of DOD’s potential savings as-
sociated with duplicative systems and data center consolidation, it
is essential that they have support for and track these savings and
not use poor systems or processes as an excuse for not realizing bil-
lions in savings.

In summary, by tackling duplicative IT systems and consoli-
dating data centers, DOD can save over $5 billion through 2015
alone, and systems acquisition performance can be greatly im-
proved by reporting accurately and timely on the IT Dashboard,
improving governance, acquiring incrementally, and following pro-
gram management best practices.

This concludes my statement. I would be pleased to respond to
questions.

[The prepared statement of Mr. Powner follows:]



13

Senator SHAHEEN. Thank you all very much both for being here
and for your testimony and for what I know will be a good discus-
sion.

I know that Senator Ayotte is going to address some of the ques-
tions that, Mr. Powner, you raised in your testimony, but I want
to ask—I do not know—Assistant Secretary McFarland if you are
the best person to respond or Ms. Takai. But when Mr. Powner
says that all of the projects that are on the Dashboard—none of
those are listed as high risk, is that because there is a genuine be-
lief that none of them are high risk, which I assume means at risk
of not coming to successful conclusion. Is that what you are sug-
gesting, Mr. Powner, not working in the way that those projects
should when you describe high risk?

Mr. POWNER. I think in order to manage problem projects, you
need to acknowledge you have a problem. So if you look at our re-
view of the MAZE programs—there are 40 MAZE programs—I can
identify several of those MAZE programs that clearly, I believe,
should be red and should be managed aggressively as red projects
so you get them back on track. They are overrunning. The sched-
ules are being pushed out. And I think if you acknowledge they are
red, you govern those projects differently if you acknowledge that
you have a problem. So that is what we would like to see. We
would like to see more of those projects as red.

Ninety-three major investments. There are a lot of complex
projects there. It is not that they are doing a bad job that they are
red. I mean, there are red projects across programs. There are red
projects in the private sector. But you cannot fix the problems un-
less you acknowledge you have a problem.

Senator SHAHEEN. So can I ask if you would respond to that?

Ms. TAKAIL Let me respond as it relates to the reporting on the
Dashboard, and then Ms. McFarland can speak to some of the ac-
quisition processes.

First of all, I think I want to make sure that we acknowledge
that there is a challenge for us in actually getting a clear rating
in terms of a red, yellow, green. So I certainly do not want to walk
away from the fact that that is a very incredibly difficult situation
for us in terms of being sure that we have the right categorization
and we are communicating that categorization correctly. So I want
to make sure that I make that statement.

Second of all, I think to answer your question, certainly because
of the categorization issues, I would not necessarily depict our cur-
rent ratings that are out on the Dashboard as being 100 percent
correct. That is right. And one of the things that we are working
on now is to try to do two things: number one, to get a better align-
ment of the way that we have been doing the ratings with the way
the ratings have been defined in the OMB Dashboard. And that is
something, again because some of the complexities, we have not
done. And Ms. McFarland’s organization and mine have been work-
ing on a new directive that will better define exactly what the sta-
tus is.

The second challenge and a part of doing

Senator SHAHEEN. Can I interrupt just a minute?

Ms. TAKAL Sure.




14

Senator SHAHEEN. Are you in agreement with Mr. Powner that
accurately reflecting the level of risk involved in a project is helpful
in managing it properly?

Ms. TakAIL Yes, ma’am. Yes. I mean, certainly it is important
that we understand what the challenges are. However, I would
add, though, as Mr. Powner said, very often we do recognize that
our programs need attention. That is actually one of the big bene-
fits of our current DOD 5000 process, is that it really does high-
light where we have issues and where we need to take action. I
think we need to make sure that the actions that we are taking are
accurately reflected in our, quote, ratings so that we have visibility
of the actions we are taking going forward.

Senator SHAHEEN. And is there a reason why you think to date—
is there something with respect to the way the ratings are done
that make it particularly challenging for DOD, or will the 5000
process help identify that? And what do you see as changing in
order to more effectively be able to rate the risk involved with
those projects?

Ms. TAKAL One of the challenges that I will comment on—and
I know Ms. McFarland will have a comment as well—is that the
way we rate programs and the judgments that we make on pro-
grams today are really driven by the 5000 process. So they do not
necessarily fit well with the quarterly reporting process that is part
of what OMB and the OMB Dashboard has. So consequently, it
tends to result in us having the same rating for a longer period of
time. And one of the things Ms. McFarland and I are working on
is how to make sure that we have a rating structure that does not
appear to be different from what is being reported in our milestone
decision process in the DOD 5000. And that has been one of our
challenges to this point, and I think it is the effort that her organi-
zation and my organization are working together to make sure we
have better clarity.

Ms. MCFARLAND. Yes. Frankly, what Terry was talking about is
pretty much what we are trying to change. When we just changed
the 5000 over the last couple months, released the interim, some
of the things that you have been highlighting, along with the rank-
ing member, in terms of how to do IT acquisition, is changing our
culture internally on how we look at risk.

And the challenge we have right now is we have a system called
the Defense Acquisition Management Information Research
(DAMIR). Sorry. Everything has a long acronym names. DAMIR.
And it reports based on a very distinct approach from weapons sys-
tems. For us, we focus on cost, schedule, and performance. Risk is
embedded in each, and we have multiple players who come in, the
program manager, the OSD functional staff, and we all rate on a
program. What has to happen is that those two from the stand-
point of IT are aligned. And right now there is a difference in lexi-
con and how we think. So we have drafted up a first effort to try
to look at how we take and make those risk factors look the same
so we do not report on two metrics and confuse people even more.

Senator SHAHEEN. And do you actually work with the GAO as
you are trying to make some of these alignments in a way that ev-
erybody agrees on how to best assess what is going on?
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Ms. TAKAL Yes, ma’am. One of the things that we have been dis-
cussing is the way that we are looking at some of the ratings to
make sure that they are aligned with the way the GAO is looking,
and not just GAO but also OMB is actually looking at those ratings
because it is really a GAO reporting of what is in the OMB Dash-
board. So it is very important that we are consistent because other-
wise the other concern I have is that if we are different, then if you
go and look at, for instance, another agency and you see a rating,
you know, you certainly do not want to hear, well, we are DOD and
so our ratings are a little different, which I am sure you hear a lot
from us on other things.

Senator SHAHEEN. No, we never hear that. [Laughter.]

Ms. TAKAIL. So that is an important thing not only from the
standpoint of us being aligned with OMB, but also so there is con-
sistency of reporting so that when you look at the reporting, you
are getting an accurate picture.

Senator SHAHEEN. Thank you.

Mr. Powner, did you want to add something to that?

Mr. POWNER. I would just add that the interim 5000 guidance,
I think, where you could tailor it to different types of acquisition
software, intensive hardware, intensive using an incremental ap-
proach—the Dashboard was put in place to change culture, to
change Government. Monthly ratings by a CIO is something that
is a challenge for not only DOD but for others. But it is a good
challenge. And so if you cannot do it in a month, strive to do it in
a quarter, strive to do it in 6 months. That is better what we have
gotten historically. So it was a push, but I think it is the appro-
priate push.

And I would add too large acquisition in IT—there is a lot of IT
acquisition that are large and complex that need to follow the rigor
of a 5000, the acquisition that DOD has. Other IT can be acquired
more incrementally. You still want rigor, but you do not have to
have the exact rigor that you have necessarily with all the details
in the 5000. And having that flexibility in the current interim guid-
ance is very good. You hear about agile development or going incre-
mentally.

We have a report that I know Senator Ayotte is very involved
with for the HSGC committee where we are looking at incremental
development across the Federal Government. So we took 37 invest-
ments at DOD. And OMB has some guidance that said everyone
has to do everything in 6 months. One out of 37 at DOD is going
to deliver in 6 months. So DOD said that is unrealistic. I agree.
But they said we strive for 12 to 18 months. And we said, okay,
let us bump it up to 12 months. Those 37 investments—only 10,
so about a quarter of the investments, are going to deliver some-
thing in a year. So you still have a lot of projects that do not de-
liver anything for years, and that is the mode we need to get out
of in the Government.

Senator SHAHEEN. Thank you.

Senator Ayotte? We have been talking about the Dashboard, the
IT Dashboard.

Senator AYOTTE. Thank you. So I apologize. I had to leave for a
minute to come back.
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On the Dashboard issue, as I read the GAO report, I see that es-
sentially we can save a pretty substantial amount of money. And
then when I look at it, we are spending $39 billion on IT systems
for DOD in fiscal year 2014. That is a huge amount of money. And
I see in your report—I am really fascinated—page 5 where you ba-
sically say we have got overlap, fragmentation, and we have unnec-
essary duplication so that there could be much more taxpayer dol-
lars saved if we could get that one issue right. You have probably
already addressed this to some extent, but what is it that you think
is the number one priority to getting at at that issue, which, as you
know, is an issue rampant across Government, but here, when we
are talking about $39 billion just in one fiscal year, that is a sub-
stantial amount of money that can go to other things.

Mr. POWNER. So there is that initiative. It is called Portfolio Staff
that came out of OMB, and I believe DOD is probably one of the
model agencies. They identified 26 initiatives in all these categories
that they claim they can save between $3.2 billion and $5.2 billion
by 2015. That is right around the corner, and that is a lot of
money.

The number one initiative out of those 26, Ranking Member
Ayotte, is data center consolidation. Data center consolidation—to
date, they have closed over 250 centers. Now, some of these are
small closets and things like that, but there are some large centers
that are closed. I can give you examples of those. They claim they
have saved $875 million to date. By the end of fiscal year 2015,
$3.1 billion. By the end of 2017, it approaches about $7 billion. It
is the model data center consolidation effort, if in fact they carry
it through.

And I made a comment in my statement about how they need
to track savings. There are always these comments that come up
that we do not have the appropriate accounting systems and ways
to calculate savings and that kind of stuff. Use a cuff system. These
numbers are so large. That cannot be an excuse for not tracking
those savings. There are over $5 billion that we can save by the
end of 2015. That is a lot of money that you can reinvest in other
systems that are important or something else that is a priority for
the Department.

Senator AYOTTE. And this cuff system—so, Secretary McFarland,
where are we in terms of tracking these savings? Or maybe Ms.
Takai. Sorry if I am asking the wrong person.

Ms. TAKAL Yes, Senator. We are actually tracking the savings.
We are tracking the data center closures, and we are tracking the
savings on an ongoing basis.

I will just give you an example actually of an area where NDAA
language that we received actually is helping us. We are reviewing
all data center expenditures, and they have to be approved by my
office. And so it is not really just a question of saving by closing
down a data center, but we are actually eliminating some of the re-
dundant spending that you just talked about. So I will give you an
example.

In the first quarter of this year, Navy achieved a cost avoidance
of $3.4 million by disapproving three requests. Now, those re-
quests—they would not have even known that those dollars were
going to be spent if we did not have a very tight approval process
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right now. As you can see, if you just take three requests versus
the number, quite frankly, that come across my desk on a daily
basis, we are going to be achieving the savings.

But I think the other thing I want to mention here is that in
some cases these are cost avoidance, number one. They are not nec-
essarily savings off the top line. I mean, effectively we were stop-
ping spending.

The second thing I would note is that some of these savings, as
we are looking at them, are being included in the efficiencies num-
bers that you actually are already seeing as the Services are com-
ing in to report on their budget. So perhaps they are not calling
them out directly because they are not thinking of IT as being a
big part of their expenditure. So we are tracking it in a number
of different ways.

I will close by saying it is a challenge to track the savings be-
cause the expenditure at DOD is very decentralized and it is actu-
ally done at the point that the equipment is being purchased or the
data center is being equipped. And so one of our challenges is to
be able to collect those dollars. But having said that, the fact that
it is a challenge does not mean that I certainly do not agree that
we should be tracking it and that we should be racking it up.

Senator AYOTTE. Now, it seems to me a priority given the setting
we find ourselves in because the tracking of it is the motivation so
that we have more accountability and then we know that those dol-
lars can be used for other more viable purposes.

So, Mr. Scheid, I wanted to ask you. When you testified, you
talked about the situation of the audit readiness of DOD. I think
you said that most will be audit ready by 2014. So is the Air Force
still the problem child? Are they the worst offender? Can you break
it down by Services?

Mr. ScHEID. I would not characterize it as a problem child or
worst offender. I can go through the Services. In the testimony, I
said while it is too soon to know for sure, we expect the budget
statements to be auditable by September 2014.

The Marine Corps is the pacesetter. They are out in front. They
have already achieved a clean audit of their financial statements.
The Department of the Navy follows right behind. They are best
positioned or at low risk and have a mature system in place. The
Army has installed probably the most comprehensive and modern
automation through its ERPs, and they are trying to leverage the
investments to support the audit. The Air Force is, as you indi-
cated, still struggling, is attempting to assert audit readiness with
largely legacy systems. So they are working through those legacy
systems.

Where we see a great deal of risk or more risk is in what we call
the fourth estate, the fourth estate being the defense agencies and
activities that are not particularly in a Military Service or attached
to a Military Service. There we have I think 44 different entities,
and half of them have already had a clean audit at one point or
another. That would be like DFAS, for example. But the others are
all struggling with legacy systems and trying to achieve just the
readiness.

We work with the Comptroller very closely on this. I co-chair the
FIAR Board, which is the Financial Improvements Audit Readiness
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Council. As I indicated, I am new to this area, but we are working
with them to ensure that in particular—and this is my prede-
cessor’s work—that the systems that support audit readiness are
on track. And we have had these authorities to monitor that and
track that and work on those systems for a few years and have
done work with the Services to improve that.

On the audit readiness, may I add one comment to the previous
discussion? You indicated $40 billion, $39 billion of investments
across the Department, which is a huge responsibility. About $7
billion of that are business systems that we have identified. They
break down into about 1,200 individual systems.

We have instituted through the—that is, my predecessor and the
office I represent or I am in now have instituted what we call the
Integrated Business Framework to help bring some discipline to
this business space. And we align it or arrange it through func-
tional strategies, which each have functional owners, functions as
in human resources, acquisition, and so forth. Then we subject
these systems—we organize these systems into portfolios. The port-
folios are reviewed annually in an investment review board.

This process has helped the team reduce redundancies, identify
where there are redundancies, reduce them, identify where we
should not be obligating funds. I indicated in my testimony I think
we had cost avoidance of about $1 billion through these two cycles,
and we have stopped funding 60 legacy systems. Of that $40 bil-
lion, the business systems has had increased scrutiny through this
Integrated Business Framework that we have established and is
getting some results. It is early days still and there is a lot of work
ahead, but we are working in that direction.

I hope that, Senator, answers your question also on the FIAR
readiness.

Senator AYOTTE. Yes. No, thank you. My time is up and I know
we will have a chance for follow-up questions. Thank you.

Senator SHAHEEN. No. Thank you.

I would like to point out relative to the consolidation of data cen-
ter discussions that in addition to the cost savings, part of that cost
savings is significant energy savings, and so that is another benefit
for doing the consolidation.

Senator Donnelly?

Senator DONNELLY. Thank you, Madam Chair.

Mr. Powner, we talked about 93 projects on the Dashboard. Sec-
retary McFarland, are there goals and metrics for each of those 93
projects like month by month where we are, how we are doing, are
we on target? Could I pull up a booklet and see exactly where we
are in that project?

Ms. MCFARLAND. I will share this with Terry.

Of those 93, there is a certain number of them which we call
major automated information systems, and for them, there are
metrics. For the balance, I will turn it over to Terry.

Ms. TAKAIL Yes, sir, there are metrics for all of the projects that
are on the Dashboard. We do not necessarily track month by
month. We track major milestones for each one of those projects,
and the frequency of the milestones is dependent upon the size of
the project and when they will have met particular deliverables.
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Senator DONNELLY. Mr. Powner, do you think we have sufficient
metrics in place on these projects to make sure that we are on tar-
get and on time?

Mr. POWNER. I believe the Department has internal metrics. I do
not think where we are at on those metrics is transparent nec-
essarily on the Dashboard because the data is not updated.

The other thing I would add, Senator Donnelly, is that there are
some MAZE projects, nine of them that we are aware of, that are
not on the Dashboard. So, for instance, there is Navy common
ground system. I do not see that on the Dashboard. There is an
Army Tactical Mission Command program. We did a scrub because
we are doing the MAZE work for this committee right now, and it
will be out at the end of the month. So I think there is a funda-
mental question. Have we captured all the investments and then
are those investments—do we actually have the right status of how
they are performing? And I think the answer to both those ques-
tions is no.

Senator DONNELLY. Let me ask this. In terms of best practices—
you know, I was just sitting here jotting down some names—do we
ever have, for instance—and I know it is the Pentagon. I know
there are concerns about security and stuff. But folks from Amazon
or Google or GE or Apple or Microsoft come in and go, here is our
best practices. Let us see what your best practices are.

Ms. MCFARLAND. Yes, we do. In fact, much of what we have been
doing over the last couple years to understand best practices has
been through the industry consortiums to understand what goes on
and how to perform inside of acquisition better.

Mr. ScHEID. The Defense Science Board has been helpful in the
past. They worked on the 804 report. And also the Defense Busi-
ness Board is composed of CEOs, COOs, and others that get in-
sights into these programs. They do projects and they do studies
and analyses, and we benefit from that.

Senator DONNELLY. And this may sound like a little bit of an off-
beat question, but that is okay. Is there a need for all of this to
be focused or located at the Pentagon? I mean, would it be disad-
vantageous if it were spread throughout the country or that we had
some computer operations, for instance, out in California or in New
Hampshire or Indiana or Pennsylvania or other places?

Ms. TAKAL Actually a very small, minute part of what we do is
actually focused at the Pentagon. Our data centers are spread
throughout the country, which is actually part of the challenge of
getting them consolidated, quite frankly, sir, because they are at
each base, post, camp, and station, and that is a bit of our chal-
lenge. And the development processes—and Ms. McFarland can
speak to this—very often are not—in fact, are not at the Pentagon.
They are most often near where the major focal point is as it re-
lates to the business operation that is going to be benefiting from
that system.

Senator DONNELLY. Okay.

And as we look at the systems going forward, one of the things
that has been of concern is counterfeit electronic parts, electronic
chips, et cetera, and I was wondering what is being done in that
area.
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Ms. McFARLAND. If you are not aware, sir, we have actually a
Federal acquisition regulation——

Senator DONNELLY. No. I am.

Ms. McFARLAND. Okay. We are doing quite a bit of work in that
area. I came originally from the Missile Defense Agency which real-
ly brought to bear a lot of attention on that issue. And what we
are doing inside of the accountability for contractors is that they
have been and will be held accountable for providing spare parts
or any part that is counterfeit.

Senator DONNELLY. Okay. So there is identification on all of the
parts that are going into the process.

Ms. McFARLAND. That is the requirement.

Senator DONNELLY. Thank you, Madam Chair.

Senator SHAHEEN. Thank you, Senator Donnelly.

Assistant Secretary McFarland, I want to go back to the 804 sec-
tion that I talked about, Senator Ayotte talked about, and you all
have referenced because what I am interested in is to what extent
the efforts that are being undertaken now with respect to trying to
improve our acquisition programs build on what was done with sec-
tion 804. Can you talk about the extent to which your belief—or
Ms. Takai—that the reforms requested under section 804 have ac-
tually been implemented and how the current process builds on
that? What was done? What was not done maybe?

Ms. MCFARLAND. Yes, ma’am. I would say about 75 to 80 percent
of what the report to Congress discussed has been initiated and im-
plemented. “Implemented” is not complete. As you are aware, the
system has a slow progress, and many of the items within section
804 regard the early onset, the initiation of the program. So we
have programs that did not benefit from those specific initiatives
that are very important to make the products what we want them
to be. And we will be continuing to do cleanup in a lot of those
areas.

The programs that are coming forward I mentioned in my writ-
ten testimony that I submitted, programs that have shown success,
we have demonstrated that we can reduce the timelines for re-
quirements by use of the IT Box by 45 months compared to an ear-
lier increment. A lot of the programs are now coming forward for
our review that have demonstrated that they are actually taking
a very close and precise look at what size of an increment they can
build that they can actually field.

One of the biggest hurdles that we had over the last few years
was essentially that people did not understand the full complexity
of what they had to build, particularly in business systems where
all of the interfaces and the exchange are very, very large. The en-
terprise exceeds the boundaries of just the Defense Department.
We interoperate with a lot of different agencies and activities. So
when we look through the lens of what 804 put into place, I am
seeing—and I am very cautiously optimistic—that those implemen-
tations will continue forward. They are very strengthened in the
new DOD 5000 directive, and we are seeing products and programs
come forward where we can actually review and institute them.

On the second note, the Services are also very interested in this.
You have probably paid attention to the news. There is a lot of ac-
tivity within the Services that recognize the challenges in IT and
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they are putting their own personal focus on looking through what
they have for those investments and where they are putting their
people and how they construct the programs. The Air Force just
stood up a new board specifically to do that. So, yes, we are putting
emphasis on it. Can I say we are complete? No. We have a long
way to go. The enterprise is huge.

Senator SHAHEEN. To make it more concrete for my under-
standing, can you describe a particular project that you think, as
a result of the 804 changes, has characteristics that you are trans-
lating now as you are looking at the 5000 process and adopting
some of those characteristics or guidelines?

Ms. MCFARLAND. Yes, I can. The integrated pay and personal
system for the Army came forward originally with a very complex,
big bang theory on how it was going to deliver capability. After we
went through the process with them, they reduced that sizing of in-
crements to be discrete elements that show a manageable and de-
liverable product within each of these releases. They are short
time. They have very distinct parameters that they can measure
and identify and have been able to control costs that way.

When I look at a program that is coming in, one of the biggest
questions I ask of them when they are coming in for review—we
have many different metrics that we are putting in place now re-
lated to this. One of the questions I ask is how many interfaces do
you understand and what is it that your people will have to do to
address the change. Much of what we do, particularly in defense
business systems, is related to the people operating those pieces of
gear. So if you are familiar with something that is kind of like I
have been using my kitchen sink for umpteen years and I am very
familiar with it and you just put something in front of me that I
do not understand, it still does everything according to the written
requirement, but it is not familiar. I used to reach here and now
I have to reach there. That is one of the biggest pieces for the suc-
cess and failure of these systems.

Another one, just from memory here. We have also rolled in on
top of the section 804 the Better Buying Power initiatives. Are you
familiar with those?

Senator SHAHEEN. No.

Ms. MCFARLAND. One of the things that we have asked them to
take a look at inside of when they execute a program is once you
have established what you think i1s the appropriate cost for deliv-
ering that, we build that into the independent cost estimate, but
we also ask the program managers and their team to come in with
what efforts they can do to take costs out of the program. So as
we look at their execution, they have to show discrete efforts that
demonstrate some actual activity to look at reducing costs out. It
can be anything as simple as I am using a different contract type
because it is more effective when I incentivize this contractor to de-
liver that methodology. So we have a huge effort working with our
people to change the culture to make it cost-effective.

Another aspect is simply affordability. We have a lot of challenge
explaining to people what affordability is. Affordability is not mak-
ing it cost avoidance or savings. Affordability is understanding how
much you have to spend on something and staying within that and
understanding the total ownership cost of something when you de-
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liver it. So even though you may wish to deliver a capability inside
of IT within a certain period of time, if you cannot afford it, look
to find what you can afford that is meaningful that you can deliver.

Senator SHAHEEN. And so what kind of educational development
efforts go along with the kind of program implementation that you
are talking about.

Ms. MCFARLAND. So I had prior to this position been the Defense
Acquisition University’s President, and one of the things that I did,
because I had just come off of the team for Mr. Kendall and Dr.
Carter, was trying to change the curriculum in the university to
focus in on how do you build in cost consciousness. Oddly enough,
this is much of a trip to the past. When I entered the Government
service in the 1980s, we had much of what is considered today the
new look at acquisition actually ongoing. It was post the Cold War,
you know, how do I get money out of the system. And we were
working on things that I have an excellent book on called “Design
to Cost,” for example. So our engineering of which I am and others
were also focused on cost avoidance, and how do you look at how
to construct a cost-effective system. We are building that back into
our training curriculum. It is not just for those students that come
through because of the mandatory certification they have to take.
We actually have mission assistance teams and rapid training
teams that reach out to the major systems and commands to edu-
cate them.

In addition, Dr. Carter, when he was the Under, Mr. Kendall,
myself, Alan Esteves actually go out to centers of excellence and
centers of mass when it comes to acquisition. So, for example, last
week I was down at Pax River talking on a hot topic forum for
about 2 hours with about 350 acquisition professionals going
through what it is that they have to think about because it is truly
critical thinking. The attitude of cost has to be thought when you
are doing a very complex system. So in addition to all the demand
signals we put on them for how to do acquisition, they have to also
put that additional equation together.

Senator SHAHEEN. | am over my time, but since it is just Senator
Ayotte and I, maybe she will not mind if I ask a follow-up question.

So given all that and the training that people are undergoing and
the focus, how is it that we can have a contract like the Air Force
had that is $1 billion in and no deliverables?

Ms. McFARLAND. Well, as you know, this is an incredible human
endeavor. That program was started around 2002 and it was done
during a period of time when we were just really waking up to the
huge investment in IT. At that time, it was kind of the tail end of
when we were thinking of acquisition through the large systems in-
tegrator where we had decided that it was more useful to put es-
sentially the business of doing acquisition in industry’s hand. In
other words, we had decided that really industry could do it better.

Unfortunately, that did not work. There was also a great deal of
perverse incentives in that program. If you had an opportunity to
read the root cause assessment that was submitted to Senator
McCain, it talks about—if you were to take the Weapons Systems
Acquisition Reform Act, it talks about six parameters and a sev-
enth called “other,” and effectively it is what could go wrong on a
program, and every one of them was met. Very negative.
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So there was a lot of, shall we say, accountability across the en-
tire spectrum of their program. It did not do business process re-
engineering. It gave the contractor the responsibility to develop the
requirements and then build to them. So in terms of how do you
manage constructively and contain constructively requirements, it
was completely set wrong.

Have we learned from that? Oh, yes. There is nothing more hum-
bling than to see something like that happen and have it go on as
long as it did. Have we rolled it into our business process engineer-
ing lessons? Yes. Have we rolled it into the school? Yes. Have we
a long way to go? Yes.

Senator SHAHEEN. Thank you.

Senator Ayotte.

Senator AYOTTE. Thank you.

Just in following up to that, I guess I wanted to get—in hearing
this, we are talking about the ECSS system, and I wanted to get
your impression, Mr. Powner, having just finished this GAO report
or in the draft session that we have, obviously, a draft of, just the
impression of having heard about, obviously, this one system. But
we know that is not the only example. And I want to just restate
this is not an issue that is unique to DOD in terms of these sys-
tems, particularly with regard to IT systems. So I wanted to get
any thoughts you had on this.

Mr. POWNER. I think it is great that we are building into the cur-
riculum and we are looking at lessons learned and all those things.
But this is where governance plays a factor. If you have an invest-
ment board and you have executives who are in charge of these
programs—Mr. Scheid, you mentioned the Integrated Business
Framework. The Integrated Business Framework is darned good. It
is a portfolio-based approach and if you followed it, less programs
would fail.

But someone at some high level on these boards needs to ask
questions. Is the Government defining the requirements and not
the contractor? Are we going with an incremental approach? Are
we validating those requirements? Is the business on board? Be-
cause the business was not on board for ECSS. These are basic,
fundamental questions that really do not have a whole lot to do
with IT. It is more management stuff. And that is what governance
is all about. What we see not only at DOD but across the Federal
Government poor governance in an executive level and these pro-
gram offices start doing things at this detailed level without the
appropriate executive oversight. This is an executive issue. That is
why we fully endorse putting the CIO picture next to each invest-
ment on the Dashboard, and if the CIO is not the appropriate per-
son, put the appropriate person who is the right executive of that
department or agency.

Senator AYOTTE. So what that speaks to me is—you know, as I
understand it, in 2011, the Institute for Defense Analysis wrote a
report titled “Assessment of DOD ERP Business Systems.” And one
of the primary findings was really to speak to this issue of leader-
ship, that acquisition programs require that a single accountable
leader has the span of control to define, implement, and execute
the end-to-end business process the IT investment is intended to
support.
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I think I have asked this in the larger hearing as well. For a sys-
tem like the ECSS, was there one accountable leader? Was anyone
held accountable for the failures? Because it seems to me that
when you have these major systems and how much are saying you
are responsible and then holding people accountable? Can you
speak to that, Secretary McFarland, and how that culture obvi-
ously helps, I think, get better results for the taxpayers?

Ms. MCFARLAND. In terms of who and what was held account-
able, obviously the contractor was one of the principal people held
accountable. In terms of us, yes. We reconstructed that organiza-
tion. When the program was terminated, the Air Force took it very
seriously, and they are now trying to reorganize to determine how
to execute a follow-on system because the ECSS’s capability is still
required.

So in terms of how you are setting yourselves up for the future,
it was an integral part of why we made the changes. And in terms
of how we are looking at changes since the 2010 implementation
of 804, a lot of those obviously problematic areas were incorporated
into what we are doing in terms of business process reengineering
in terms of governance.

Senator AYOTTE. I wanted to follow up, Mr. Scheid, as well on
the audit issue. Certainly on this issue, when you listed the Serv-
ices and where they were with regard to the audit situation, as
well as the 44 entities that are outside really the Services, you did
have the Air Force fourth in that in terms of the Services. So how
are we going to get the Air Force up to speed to be audit ready,
number one?

And then second, I think it would be helpful for this committee
to understand—you said there were 44. I mean, I know you know
them. I do not know them. I would love to have a list of the 44
that are not in an update as to—you said half of them have actu-
ally been able to meet an audit in the past. Which ones do you feel
are most at risk? Because if no one has—understanding that each
Service Chief is going to have responsibility for the Services—and
certainly the Secretary as a whole and DOD is responsible for these
other entities. But I can understand why they would be even more
vulnerable. So I think a report to us on that would be helpful for
us to understand, as we look at this audit issue.

Senator SHAHEEN. I agree. Perhaps you could provide that to the
subcommittee.

Mr. ScHEID. Yes. I will provide the list. Now that I am thinking
about it, some of those 44 may be captured in the Washington
I-i‘fe_adquarters Services. That is that one entity that works for many
offices.

Senator AYOTTE. In the Pentagon?

Mr. ScHEID. In the Pentagon, yes. Well, they are outside OSD.

Senator AYOTTE. We want the Pentagon to be able—if they are
going to ask Service branches—yes. So we would like

Mr. SCHEID. Let me provide that list. They are agencies and ac-
tivities, and some of these activities are small and they are rolled
up into other—for audit purposes, they are rolled up into other en-
tities like WHS.

But an agency like DFAS is not in a Service. It is outside and
it is in this fourth estate that we call it. They have been audited.
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I believe the number of years is 14 years. They are largely per-
sonnel. It is salaries. In terms of meeting the audit requirements,
it is relatively simple as compared to a large organization with dif-
ferent activities.

[The information referred to follows:]

[SUBCOMMITTEE INSERT]

Mr. ScHEID. On the status of the Air Force, I would prefer to
take that for the record, if I may.

Senator AYOTTE. Sure.

[The information referred to follows:]

[SUBCOMMITTEE INSERT]

Mr. SCHEID. One, because of my lack of experience just being in
the seat for a few months, and two, to make sure you are not mis-
led in any way by something:

Senator AYOTTE. No. I appreciate it.

And I have a specific question about audits. As I understand it,
the 2010 NDAA charges the Chief Management Officer of the De-
partment, in consultation with the Comptroller, with revising a fi-
nancial improvement and audit readiness plan which describes
that specific actions must be taken to ensure that the financial
statements of the DOD are validated and ready for audit by no
later than September 30, 2017.

As I understand it, there is an argument going on right now in
DOD as to whether to include valuations of property as part of the
audit which is required to be completed by 2018. And though estab-
lishing the value of a company’s property certainly is very critical
in the private sector, as I understand the argument within the
DOD right now, some are arguing that it may be less necessary to
ascertain the value of property owned by DOD.

So basically the argument, as I understand it, on the other side—
and I am not taking a side. I just want to get your opinion of what
you think. What is your view on this debate? And how significant
of an additional undertaking is it to establish the values of prop-
erty? How many additional auditors does it take? And does that
take us down every M-16, every rucksack? And if this requirement
were lifted—and I am not taking a position one way or the other.
I want us to get the best information we can to make decisions on
behalf of the taxpayer. Is this something that would help you meet
your audit deadlines? I just want to hear the opinions of the group
on this, particularly Mr. Scheid, and obviously if Mr. Powner has
any opinion, I would be happy to have him weigh in as well. Is this
a debate that you are aware of?

Mr. ScHEID. No, I am not aware of it. I would be glad to get more
information on it.

Senator AYOTTE. Okay.

[The information referred to follows:]

[SUBCOMMITTEE INSERT]

Mr. ScHEID. I am aware that in the audit readiness timeline that
I believe has been briefed to the committee and others by Secretary
Hale, that the mission critical asset’s existence and the complete-
ness audit readiness—the critical asset existence is part of this tak-
ing account of the physical properties, facilities, trucks, everything
from aircraft to fire trucks and so forth.
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Senator AYOTTE. Sorry to interrupt. I have had some people say
to me does that mean we have to get down to every screw and
every—at least as I understand this debate, there is some con-
sternation there.

Mr. ScHEID. I am not auditor. I am not an accountant.

But there must be a limitation to that particularly in such a
large organization trying to get to an audit.

Senator AYOTTE. We are not trying to ask you to do something
that would be unreasonable. What we want is things that would be
helpful to the taxpayer.

Mr. ScHEID. Yes. This is part of the plan. So I believe it is rea-
sonable to expect us to deliver that account.

Now, if there is a debate in the Department, I do not want to
speculate on it or contribute one way or the other to it. I would
rather get you the facts it.

Senator AYOTTE. Okay. I appreciate the follow-up on that. Thank
you.

Mr. POWNER. I am not aware of the issue, but I have a colleague
on our financial management team. If I could take that for the
record and we can get back to you on that.

Senator AYOTTE. That would be great. Thank you.

[The information referred to follows:]

[SUBCOMMITTEE INSERT]

Senator SHAHEEN. Can I just ask Secretary McFarland or Ms.
Takai, are either of you aware of this issue?

Ms. MCFARLAND. No, but it is fascinating.

Senator SHAHEEN. Yes, it is.

Ms. TAKAL No, I am not aware either.

Senator SHAHEEN. I want to go back to the issue that you raised,
Ms. Takai, about the Joint Information Environment because I am
not sure that I quite understand either what this idea is or what
it is designed to do and how it should work. So I wonder if you
could talk a little bit more about that. Is this viewed as an agency-
wide, a Department-wide effort? And who is in charge of it, and
how is it supposed to work?

Ms. TArAL Well, perhaps I can start out with just a description
perhaps in a little bit more detail in terms of what it is.

The effort is really around being able to take the money that we
spend today, because I think as Mr. Scheid said, out of our $40 bil-
lion a year, a fairly large proportion of that is spent on just main-
taining and upgrading our networks, our data centers, our servers
that sit within those centers, as well as buying a fair amount of
services from other companies, and then of course we have software
purchases, which is software that basically runs the computers all
the way up to the way we do email. So the line, which gets a little
bit fuzzy, is it sort of falls short of, for instance, an ECSS or an
equivalent system or financial system. It is really what is it that
is underneath it that, number one, makes it run and, second of all,
means that you can connect it. And that connection means also
now not only from a computer terminal but also how do you con-
nect it from a mobile device and some of the newer technologies
coming in. So I think it is important to set that context.

The second thing is that our infrastructure is, obviously, from a
multiplicative standpoint, bigger than any industry. I was talking



27

to some folks from AT&T the other night, and we sort of concluded
that AT&T and their worldwide network was probably maybe close
to the equivalent of Navy if you think about the size. And so when
we talked about the number of data centers, I think we also have
to recognize that we have a U.S. number but we also have a de-
ployed force and that exacerbates the issue.

The challenge that we have with that is multiple. Number one,
today we have what I would call fairly loose standards. In other
words, my office puts out standards, but the way that the tech-
nologies are implemented can vary significantly not only from Serv-
ice to Service, but the other thing that we have done is, because
of our size, we are very decentralized. So each location will actually
set up their own computers. They will set up their own firewalls
and so on. And so all of that, I think back to Senator Ayotte’s point,
is a part of what can certainly lead to redundancy. It can lead to
competing technologies, and certainly that has multiple ramifica-
tions.

Let me just say what the ramifications are. First of all, it means
that when we try to defend our networks, that means that we have
to see when there is an adversary on our network, and we have to
be able to trace back and see where that adversary has gone. The
way we are set up right now, you have to understand all of our net-
works to be able to actually do that, which of course is an impos-
sible task. And I think you have heard General Alexander say,
given the way we are operating today, that is just impossible.

The second thing is we have different ways of operating our net-
works. So we have some big operation centers, some small oper-
ation centers, and the same is true of help desks and so on, which
again is redundancy and it also makes it very difficult to run.

So the effort around Joint Information Environment, as you men-
tioned, is not what we would call a program of record because,
again, we are not suggesting that we need new money for this. We
are suggesting that we need to take the money that we spend today
and use that money to drive towards this standardization, this
communization, this ability to eliminate the redundancy and to op-
erate in a single way.

The overall responsibility for that program is mine. The Sec-
retary has designated out that I am responsible for working with
not only the Services but all of the component organizations in
order for them to implement the Joint Information Environment.
As you could well imagine, that is a daunting and challenging task.
We are part way through that. The data center consolidation is one
of our efforts in doing that. Our defense enterprise email that you
may have heard is another area that we are focused on. But we
have a suite of things in terms of the way we are doing some of
our fairly detailed network configurations and so on that we are in
the process of specifying and rolling out.

The Services have just delivered to me, in fact, at the end of Feb-
ruary their implementation plan because the challenge is—it is just
like all of the issues we have been talking about here. I can lay
out ground rules, but clearly each of the Services has to have a
plan for how they are going to implement because each of them are
in different places in terms of how much they have standardized.
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So those plans have come back in and we are currently in the proc-
ess of bringing those together.

We also are expecting from all of our components plans to be
completed at the end of March. So what we are going to be doing
is to actually look at how we are going to operate that.

Now, let me give you a couple of concrete examples. We started
with a concept of operations in Europe because Europe actually be-
tween our EUCOM and AFRICOM, as well as Navy support, had
actually started down a path of doing consolidation. Through that,
we have been able to bring up one single enterprise operation cen-
ter, and they are in the process of shutting down—I am sorry. I do
not have the exact number—some number of centers, which of
course helps Cyber Commend because they will be able to work
through that operation center, as well as we have a plan for which
of the data centers in Europe will be closing as part of our data
centers and then how it will be consolidating.

Our second geographic area is Pacific Command. Admiral
Locklear has asked to be the second area. So we have a set of
workshops that are scheduled for the end of March/early April that
will, number one, take advantage of the work that they have al-
ready started but make sure that the work in PACOM is aligned
with the work that is happening in Europe.

The complexity is that in PACOM we have every Service, and
each Service has their own way of doing networks and data cen-
ters, and so they are going to come together in PACOM to actually
come together on how they will do a joint implementation.

So the real complexity that we have here is that the funding
sources come in from the Services. They each have a specific way
of doing things. But the real benefit, in many ways, of the Joint
Information Environment, which is why it is called “joint,” is actu-
ally in the combatant commanders who have to deal with the tech-
nologies coming in from each of the Services, and through the
standardization, the concept is to ensure that we are operating in
a much more uniform way than we are today.

It is a huge effort. I do not want to minimize it at all. Major cor-
porations that have done this—and many have. I can certainly site
many in Silicon Valley. Hewlett Packard has a major effort in this
area. Oracle internally. IBM in fact several years ago just went
through the same kind of consolidation and bringing together. I
think, as you know, my background is State government, and State
government is challenged as well, as you know, within their inter-
nal operations

Senator SHAHEEN. Yes. We have experienced that.

Ms. TARAL—with every agency having their own. So if you think
about what were the challenges at the State government level,
which I know very well from my Michigan and California days,
then you blow that up—my information technology spend in Cali-
fornia was about $5 million, and I had about 110 CIOs that I was
sort of trying to bring together. Well, multiply that by our numbers
here. I think you can see the size. But I think to Senator Ayotte’s
point, you can also see the opportunity if we can continue to move
this forward.

And I really would come back to the comments that were made
by GAO. This is not going to be a perfect process. It is not going
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to be sort of a march that looks really exact and pretty, but it is,
to some extent, to his point we are putting pressure on the organi-
zation to get better.

And I will make one last point. If we cannot get to some level
of operating in a much more standardized fashion, it makes it so
much harder, if not impossible, for us to move to new technologies
like the cloud technology. I have often said if I replace all of my
disparate data centers with disparate clouds, I am actually not any
farther ahead. I am actually in some ways increasing my com-
plexity because now data centers that I own and run today—I will
either be using a commercial cloud capability or a different cloud
capability. So it is really important that we get the standardization
to happen so that then, to the point I think that Mr. Scheid made,
we can move our business systems into cloud technologies. We can
get the efficiencies, but we can also ensure that we have security
in those solutions so that, again, we do not have to be concerned
about not only the fact that we are getting more efficient but we
do not want to do that at the sacrifice of security.

Senator SHAHEEN. That is helpful. Let me see if I can restate
what I understand you to have said about the JIE now.

It is an effort to standardize IT systems throughout the Depart-
ment of Defense so that they are more efficient and better coordi-
nated. Is that essentially what it is?

Ms. TAkAL That is correct.

Senator SHAHEEN. And it is under your portfolio.

Ms. TAKAL That is correct.

Senator SHAHEEN. You talked about the consolidation. Is there a
list of initiatives as part of that that you hope to accomplish and
a timetable to do that?

Ms. TAKAL Yes, ma’am.

Senator SHAHEEN. And different people in charge of that. And
you said the budget for all of this will come through the various
Service branches.

Ms. TAkAL That is correct.

Senator SHAHEEN. So I assume that they have bought into this
effort either directly or indirectly.

Ms. TAKAL We are working on that now, ma’am.

Senator SHAHEEN. As you look in the short term, say, over the
next 2 years and 5 years, 10 years, what are you hoping to accom-
plish within the next 2 years, say, and where do you hope to be
5 years from now?

Ms. TAKRAL Well, in the next 2 years, we are intending to imple-
ment two or three areas in the network, and certainly we can pro-
vide more detail. I do not want to get too technical in this discus-
sion. But it is really to standardize the networks and certain areas
of the networks. So that is one of the things in the 2-year period.

We will have a plan to finish on defense enterprise email.

Senator SHAHEEN. Thank you very much, Senator Ayotte.

Senator AYOTTE. Thank you for working so hard on these issues.
Thank you.

Ms. TARAL Thank you.

So those are a couple things in the 2-year period.

In the 5-year period, I think as we mentioned, we are projected
to close over 800 additional data centers by 2021. Actually the rest
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of the figures that you have asked for are what I am expecting to
get out of these implementation plans because I have asked each
Service to come in. And what I have to do is I have to take each
Service’s plan and then lay it out by geographic area so that I do
not have conflicts between that. So I think once I have all the im-
plementation plans, I will have a better ability to tell you when,
but I certainly can share with your staff today what our target
numbers are for the categories that we are looking at. We have
that and we are very happy to share that with you.

Senator SHAHEEN. And how is this effort integrated with the IT
Dashboard and the work that OMB and GAO are tracking?

Mr. POWNER. Well, clearly this effort is integrated with the data
center consolidation effort. I think that is one of the big parts of
JIE. Again, just to reiterate, I think DOD has gotten off to a great
start looking at data center consolidation, but again, it is just real-
ly important that we track those savings because they have already
had significant savings to date. In some of the centers that I looked
at that have been closed, I mean, there is some good stuff going
on where you have centers that had 450 servers and you shut down
440 of them, all but 10. I mean, there are several stories like that.
So that is where we had unused capacity.

And I will say this. DOD—when we do ask them what is your
average server utilization, they can answer the question. Many
agencies cannot. And frankly, their average server utilization is
higher than most, and they got the most savings. Now, I know they
are big, but there is a good news story here on data center consoli-
dation. So that is the one area on legacy spending I think needs
the most focus and continued focus.

Senator SHAHEEN. Good. Well, that is encouraging, and it is a
message that probably we should do a better job of trying to get
out.

I think one of the things that has been hard, certainly for me and
I think it is true of some other Members of the Senate and Con-
gress to understand is why we have got duplicate systems being
built within the Air Force, the Army. And I appreciate that some
of that is history and tradition, but I think given the resource chal-
lenges that we are facing in the future, the effort to be more effi-
cient with those systems is very important. And I very much appre-
ciate what you all are doing to accomplish that and hope that we
can continue to help track those efforts so that we are better in-
formed and also so that we can look at how we can be helpful in
that effort.

I think given that we are hoping to be out by 4:30 p.m., the one
area that I would like to ask about has to do with the House pass-
ing the Federal Information Technology Acquisition Reform Act
(FITARA) because it is legislation that is designed to address some
of the IT challenges that we are facing in the Federal Government.
And I wonder if you all could speak to what is in the FITARA legis-
lation. It is my understanding that the Department already per-
forms many of the requirements that are in that legislation and
that we already have a single Department CIO within DOD and
whether this is legislation that would be helpful in the efforts to
address the IT challenges that you are facing at DOD or whether
you see it as redundant to what is already going on.
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Ms. TAKAL Yes, ma’am, if I could speak to that. First of all, we
certainly applaud the legislation from the standpoint of intent. I
think again to the comments that Mr. Powner made, it is impor-
tant to have transparency. It is important to have visibility even
for us as CIOs in order to be able to better manage the overall ex-
penditures. Again, we want to make sure that the intent of the bill,
we think, is very good.

Unfortunately, I think a couple of things. It looks to try to man-
age that by virtue of additional oversight. And I think what you
heard from my colleagues and I today—we really feel very strongly
that it is in the processes that are implemented and it is in the
measurements of how we are actually managing the process as op-
posed to an additional oversight. Many of the areas of oversight
that were suggested in the bill are actually things that we report
to OMB on today, number one, and so additional reporting I think
is a concern.

The second thing is also many of the items that were in that bill
are actually the things that the Secretary has tasked us out to do
already in his direction that Mr. Scheid spoke of in his reorganiza-
tion effort. And so, obviously, our concern is that if in fact those
reporting requirements do not fit, then we are going to be—we
could be in a very difficult situation of an oversight from the OMB
Office of CIO, oversight as a result of this bill, and then oversight
as it relates to the way we are fitting into what the Secretary has
asked us to do.

So we are, again, quite concerned about more the implementa-
tion than the intent. We have been mentioning to your staff there
are some areas where we believe that we could move forward with
the intent, but do it in a little different way than the level of over-
sight that is suggested in the bill.

Senator SHAHEEN. Mr. Powner, do you share that view of how
the House-passed legislation might affect DOD?

Mr. POWNER. Yes. I think you need to be careful on the report-
ing. I agree with that because we want to get into good, solid man-
agement and not just reports. There are aspects of the bill that are
very solid, data center consolidation. There are separate bills on
data center consolidation. The Dashboard is in there in a small
way. Moving to cloud, encouraging the movement to cloud. I think
the CIO authority thing is a big issue because CIOs do not have
the appropriate authority across the Federal Government, and
there is a fundamental question do you grant them authority by
giving them budget authority, or do you make the CIOs earn it
through having certain responsibilities associated like with the
Dashboard and the like. And that was the intent of the Dashboard.
If we get CIOs more engaged on all these major investments, they
will be even more of a player at the table on the management
team.

So, again, I think there are aspects of that bill that are very
solid, and I think the question on oversight is—here is, basically
to cut right to the chase, what happened. A lot of things that are
in that bill are exactly what Ms. Takai is saying you are already
doing because OMB put in place policies to do that. There is a fun-
damental question of whether OMB is doing the appropriate over-
sight of those policies. We have some issues with that. So I think
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Congress is saying, well, if OMB is not going to oversee it, then we
are going to oversee it.

So bottom line on all this, let us make sure that we better man-
age IT acquisitions and have the right transparency and oversight,
whether it is Dashboard or similar mechanism, and let us manage
the inefficiencies out of the legacy bucket because DOD spends $25
billion on legacy systems out of an $80 billion spend. That is huge.
And you can see here that there are a lot of inefficiencies that we
can tackle through duplicate systems and data center consolida-
tion. So that intent of the bill is spot on to try to tackle those
issues. How you go about doing it, there are many ways of doing
it. But let us not lose sight of the big things there.

Senator SHAHEEN. I appreciate the comments that everybody has
made. Is the reason to pass something like to address changes, ad-
ministrative changes that are going happen when we have a new
Secretary of Defense, when we have a new CIO, when we have new
leadership at the Department, at GAO, and OMB? Is there a con-
cern that the efforts that are underway now will change direction,
will not go to completion? Is that something we should be con-
cerned about as we are thinking about how to fully implement
some of these efforts?

Ms. TAkal. Well, I will speak for DOD, and certainly the other
agencies are in a different situation. But it is really not a concern
at DOD because the functions that the Secretary has tasked me out
for are actually incorporated in my ongoing charter and the charter
for my organization. So the next person who comes into the posi-
tion will start with a set of responsibilities. And so I think that
there is a continuity from there.

I will, though, make the comment—and I do want to follow up
on an item that Mr. Powner spoke of and I think you spoke of as
well—and that is the strategic relationship between the Chief In-
formation Officer and the head of the agency. Mr. Powner spoke
about the importance of not only the CIO ownership but also of the
ownership of senior executives in the organization. And so I think
that is something that is important to reinforce in anything that
we are looking at because I think we have seen with Clinger-Cohen
that giving the CIO responsibility is great, but it needs to have
that relationship.

And certainly I can speak for myself that Secretary Hagel has
fully endorsed the Joint Information Environment. He has issued
that out as part of his tasking to us in terms of what we are sup-
posed to do. And that kind of involvement, back to your question
about getting everyone signed up, quite frankly without that, it
would be potentially close to impossible, but having his endorse-
ment and his involvement in it, as well as our Assistant Deputy
Secretary and our former Deputy Secretary, has been really pivotal
for us. So I think that that is an important part, and I think Mr.
Powner spoke of that. But I would not want to lose that in this
overall dialogue. It is really very critical.

Senator SHAHEEN. Well, thank you all very much. I very much
appreciate your testimony and look forward to continuing to work
with you as you make these changes. And thank you very much,
Mr. Powner, for your insights.
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We will keep the record of this hearing open until close of busi-
ness on Friday for any other questions.

The hearing is adjourned.

[Whereupon, at 4:21 p.m., the subcommittee adjourned.]



